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1. EXECUTIVE SUMMARY 
 

PRESENT is a three-year EU Research and Innovation project involving 8 companies 
and research institutions that are collaborating to create virtual digital humans (virtual 
agents) that look entirely naturalistic, demonstrate emotional sensitivity, establish an 
engaging dialogue, add sense to the experience, and act as trustworthy guardians and 
guides in the interfaces for AR, VR, and more traditional forms of media. These virtual 
agents can be used for interaction with human users in several scenarios. 

The project includes a security component whose goal is that of authenticating the parties. 
Human users are equipped with digital identities (basically a digital identity card) and can 
use such identities to prove who they are through a face recognition authentication that 
compares the face of the user with the face stored in the digital identity card.  

The design of the security module has been described in deliverable D5.2 Trust and 
security infrastructure design. The key technology that is used to implement the module 
is the Sovrin Blockchain, which allows us to handle credentials (digital identities) in a 
decentralized manner. The motivations for the use of the Sovrin framework have been 
discussed in the deliverable D5.1 Blockchain Privacy Report. 

Among the features exposed by the security module, there are the release and verification 
of credentials that will allow users to be registered and virtual agents to authenticate users 
by validating their credentials. 

To allow easy integration of the secure module functions, all services will be accessible 
via a REST API. This document provides all the necessary details about the REST 
services offered by the security module and about their integration with other components 
of the system. 

The document also describes the current status of the implementation (version 1). 
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2. INTRODUCTION 
 

The security module of the PRESENT project allows mutual authentication of the parties 
involved which can be the virtual characters of PRESENT (called virtual agents) and the 
users (human) of the service offered through the PRESENT infrastructure. Deliverable 
D5.1 Blockchain Privacy Report, has discussed the general strategy to manage digital 
identities in distributed settings such as the ones envisioned by the PRESENT project. 
Deliverable D5.2 Trust and security infrastructure design has provided the overall design 
of the security module. These documents should be read before reading this one; however, 
all the necessary information is summarized in this document. This document, proceeding 
in the path paved in D5.1 and D5.2, provides details about the implementation strategy 
and about the current status of the software development (version 1).  Deliverable D2.2 
First Report on Modular Architecture, Protocols and APIs, provides a description of the 
overall system. Figure 1 embeds an updated description of the security module into the 
overall picture outlined in Deliverable D2.2.  
 


