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1. Abstract

This deliverable presents an analysis of the use of blockchain technologies with particular
attention to the privacy issues that arise from their usage. The document begins with a
description of the cryptographic tools that are used in blockchain approaches and a description
of the blockchain technology itself. Then a discussion of privacy issues, with specific
considerations about the GDPR requirements, is presented. Finally, a specific blockchain
technology which can be used to deal with the needs of the PRESENT project is described in
detail.

2. Preliminaries

In this section, we introduce needed preliminaries to understand blockchains and distributed
ledgers.

2.1. Hash functions

An important cryptographic tool that we need to understand in order to talk about blokchains
is a hash function. A hash function is a function that takes an input of arbitrary length and
produces an output of some, short, fixed-length. Assuming that data is represented with bits,
we have that the input x of a hash function f'is a sequence of bits of any, usually large, length
and the output y=f{x) consists of a fixed number N of bits. Typical values for N are 256 or
512.

x Hash function f y=fx)
Arbitrary length Fixed-length

Hence a hash function can be thought of as a compressor that is able to transform a very long
input into a small, fixed-length, output. In this sense, a hash value can be seen as a message
digest (footprint) of the input. Moreover, hash functions should be easy to compute;
technically, the hash value of an n-bit input, should be computable in O(n) time.

Given that the output of a hash function is a string of N bits, there are exactly 2" possible
outputs. Moreover, since we allow any input, the number of possible inputs is far greater than
the 2V possible outputs (it is actually infinite). Thus, it goes without saying that it is possible
that two different inputs x, and x, produce the same output y=f(x,)= f(x,). Such a situation is
called a collision.

It should not be difficult to see that collisions are not good. For example, if we plan to use
hash values as footprints, then a collision creates an ambiguity. However, even if the
theoretical number of inputs is infinite, in real situations we do not have infinite inputs. For
example, imagine that the possible inputs are all the books ever written. On August 5, 2010, a
Google software engineer, Leonid Taycher, posted a blog in which he estimated the number
of books in the world, coming up with something close to 130 million (more precisely
129,864,880). Let us assume that the estimate is correct. If we use a hash function with
N=256, the number of possible outputs, 2°%, is way bigger than 130 million:
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